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1. OBIIASA XAPAKTEPUCTUKA ITIPAKTUKHA

1.1. MecTO NPaKTHKH B CTPYKType MPOrpaMMbl MOArOTOBKH CHENUATHCTOB
Cpe/Hero 3BeHa

[IporpamMma y4eOHOW TPAKTHKH SBISETCS YacThIO IPOTPaMMBbI IOJITOTOBKU
CHEUAINCTOB cpenHero 3BeHa no creuuanbHoctu CIIO 10.02.05 O6Gecneuenue
UHPOPMAIIMOHHONW OE€30MacHOCTH aBTOMATH3UPOBAHHBIX CHCTEM IPH OCBOCHHH BHUA
npodeccuoHaIbHON JeSITebHOCTH: IIM.02 3ammra UHPOPMAITUH B
aBTOMATHU3UPOBAaHHBIX CHCTEMaxX MpPOTPAMMHBIMH ¥  MPOTPaMMHO-aMIapaTHHIMU
CpeAcTBaMH

1.2. Hean 1 miIaHMpyeMble pe3yJibTaThl NPAKTUKH

B pesyaprare mnOpoxokIeHHS TMPAKTUKA y OOYYarOIIMXCS JIOJDKHBI OBITh
chopMHUpOBaHBl YMEHUSI U MPUOOPETEH MEePBOHAYAIBHBIN MPAKTUYECKUHN OMBIT MO0 BUAY
npodeccuonanbHol aestensHocTr [IM.02 3amuTta nHGpOpMaIuu B aBTOMAaTU3HPOBAHHBIX
cUCTeMax MPOrPaMMHBIMH U TPOrPAMMHO-ANIIaPATHBIMU CPEACTBAMM JIs TOCIEAYIOLIETO
OCBOCHHS HMMH OOIIMX U MNpPOPECCHOHANBHBIX KOMIETEHIMH 10 HW30paHHON
CHEIUATBHOCTH.

Pe3ynpTaToM npakTuKH ABiIseTCS (POPMUPOBAHUE Y 00YUAIOLIUXCS

- o6mux komneteHui (OK):

OK HanmeHoBaHue pe3ysIbTaTOB MPAKTUKHU
OK 01 Br16upats criocoOsl penienus 3a1a4 npodeccuoHaIbHON AesITeIbHOCTH
IPUMEHHUTEIBHO K Pa3JIMYHBIM KOHTEKCTAM
Hcnonb30BaTh COBpEMEHHBIE CPEICTBA MTOMCKA, aHAJIU3A U
OK 02 UHTEpIpEeTaIi HHPOpMaIUU U HHPOPMAIITMOHHBIC TEXHOJIOTUH JIJIS
BBINOJIHEHUS 337124 NPOPeCCUOHATIbHON JesITeIbHOCTH
[TnanrpoBaTh U peaan30BbIBaTh COOCTBEHHOE MPOGECCUOHATBHOE U
JMYHOCTHOE pa3BUTHE, IPEANPUHUMATENBCKYIO I€ATEIbHOCTD B
npodecCHoHANBHOM cdepe, UCTI0Ib30BaTh 3HAHUS 110 TIPABOBOM U
(GbuHaHCOBOW I'PaMOTHOCTH B Pa3JIMYHbIX )KU3HEHHBIX CUTYAIUSIX
OK 04 OddekTHBHO B3aMMOICHCTBOBATh U pab0OTaTh B KOJUIGKTUBE U KOMAaH/IE
Ocy1ecTBIATh YCTHYIO U TUCBbMEHHYI0 KOMMYHHKAIUIO HA
OK 05 rocyJlapCTBEHHOM s3bike Poccniickoit @eaepanuu ¢ yueTom
0COOEHHOCTEN COLMAIBHOTO U KYJIBTYPHOT'O KOHTEKCTa
[TposABIIATH rpa’KAaHCKO-IATPUOTHYECKYIO MTO3UIIMIO, IEMOHCTPUPOBATH
OCO3HAHHOE TIOBE/ICHUE HA OCHOBE TPAJULIMOHHBIX POCCUNUCKUX JTYXOBHO-
OK 06 HPABCTBEHHBIX IIECHHOCTEH, B TOM YHCJIE C YUETOM TAPMOHU3ALUN
MEXHAIIMOHAJIBHBIX U MEXXPEIUTNO3HBIX OTHOLIEHUH, IPUMEHSTh
CTaHAAPThl aHTUKOPPYILIMOHHOIO MTOBEAECHUS
ConeiicTBOBAaTh COXPAHEHUIO OKPY KaIOIIEH Cpeibl,
pecypcocOepekeHuI0, MPUMEHTh 3HaHNs 00 U3MEHEHHH KIIUMaTa,
NPUHIUIBI OEPEXKITUBOTO MPOU3BOCTBA, 3P(HEKTUBHO IEHCTBOBATH B
Ype3BbIUAWHBIX CUTYaLMSIX

OK 03

OK 07




Hcnonp30Bath cpencTBa GU3NIECKON KyIbTYPHI U COXPAHEHUS U

OK 08 YKpPEIUJIeHHs 3/I0pOBbs B Ipoliecce NpOoPecCUOHAIBHON JesITEIbHOCTH U
1o iep>KaHUsl HE0OXO0AMMOT0 YPOBHS (PM3HYECKON OJITOTOBJIEHHOCTU
OK 09 [Tonb30BaThbCs MPOPECCHOHATBHOM TOKYyMEHTAaUeR Ha roCyJapCTBEHHOM

N MHOCTPAHHOM S3BbIKAX

- npodeccronanbHbIX KommeTeHnui (11K):

I1K HaumeHoBaHUE pe3yabTaTOB IPAKTUKU
K 2.1 Ocy1iecTBIATh YCTAHOBKY U HACTPOMKY OTAEIbHBIX POTPAMMHBIX,
] IPOTrPaMMHO-ANIAPATHBIX CPEJCTB 3aIIUThI HH(OPMAIUH

K 2.2 ObecrnieunBath 3alUTY HHPOPMALIMK B aBTOMATU3UPOBAHHBIX CHCTEMAX
OTJIEJIbHBIMH [TPOTrPAMMHBIMH, TPOIrPAMMHO-ANIIAPATHBIMU CPEJICTBAMHU

K 2.3 OcymiecTBIsATh TECTUPOBAHUE (PYHKIUI OTAENIBHBIX MIPOrPAMMHBIX U
IPOTPaMMHO-AMIAPATHBIX CPEJCTB 3AIIUTHI HH(OPMAIUH

K 2.4 OcymiecTBsTh 00pabOTKY, XpaHEHHE U Nepeady HHPOpMaIIu
OTrPaHMYEHHOI0 A0CTyNa

K 2.5 YHUUTOXaTh MH(POPMALIMIO U HOCUTENIN UH(POPMAIIMH C UCTIOIb30BAHUEM
IIPOrPaMMHBIX M POIPAMMHO-ANNaPaTHBIX CPEACTB
OcymiecTBIsATh PErucTPalfi0 OCHOBHBIX COOBITUH B
AaBTOMAaTU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEMAX, B TOM YHUCIIE C

[IK2.6 | ncrnonap30BaHUEM IPOTPAMMHBIX M IIPOrPAMMHO-ANIapPaTHBIX CPEACTB

OOHapyXeHUs, TPEAYNPEKICHUS U TUKBUAAIIUN TTOCICICTBUI
KOMITBIOTEPHBIX aTaK

Pe3ynpTaTOM NMpakTUKH SBISIETCS Pa3BUTHE Y OO yUYaOLIUXCS

- 06mux komneteruii (OK):

OK

HanmeHoBaHue pe3ynbTaTOB IPAKTUKU

OK 01

Br16upats criocoOsI perienus 3aaa4 npodeccuoHanbHON AesITEIbHOCTH
MPUMEHHUTEIFHO K Pa3JIMYHBIM KOHTEKCTAM

OK 02

Hcnonbs30BaTh COBPEMEHHBIE CPEICTBA ITOMCKA, aHAIN3A U
UHTEpIpEeTai HHPOopMaIu U HHPOPMAIIMOHHBIC TEXHOJIOTUU JIJIS
BBITIOJTHEHUS 3371a4 MPOPECCHOHATILHOU JIeATEeIbHOCTH

OK 03

[TnanrpoBaTh U peaan30BbIBaTh COOCTBEHHOE MPOPECCUOHATBEHOE U
JMYHOCTHOE Pa3BUTHE, IPEAIPUHUMATENIBCKYIO IEITEIBHOCTD B
npodecCHoHaNBHOM cdepe, UCTI0Ib30BaTh 3HAHUS 110 TIPABOBOM U
(GbuHaHCOBOW I'PaMOTHOCTH B Pa3JIMYHbIX KU3HEHHBIX CUTYAIUSIX

OK 04

D@ heKTUBHO B3aUMOICHCTBOBATh M pa0OTATh B KOJUICKTUBE M KOMaHIE

OK 05

Ocy1ecTBIATh YCTHYIO U MTUCBMEHHYI0 KOMMYHHUKALIMIO Ha
roCcyJ1apCTBEHHOM s3bIke Poccuiickoit denepanuu ¢ yueToM
0COOEHHOCTEN COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTa

OK 06

[TposABIIATH rpa’KAaHCKO-NATPUOTHYECKYIO MTO3UIINIO, IEMOHCTPUPOBATh
OCO3HAHHOE TIOBE/ICHUE HA OCHOBE TPAJIULIMOHHBIX POCCUHUCKUX TYXOBHO-
HPABCTBEHHBIX IIEHHOCTEN, B TOM YHUCJIE C YU€TOM rapMOHMU3AIUU
ME)KHAIMOHAJIBHBIX U MEXPEJIUTHO3HBIX OTHOIIECHUH, TPUMEHATD
CTaHAAPThl aHTUKOPPYILIMOHHOIO MTOBEAECHUS

OK 07

CoJieiicTBOBATh COXPAHEHUIO OKPYXKAIOIIEH CPEIbI,
pecypcocOepekeHHI0, MPUMEHSTh 3HaHUS 00 M3MEHEHUH KIMMaTa,




HNPUHLMIIBI OEPEAKITUBOTO MPOU3BOACTBA, 3(P(PEKTUBHO 1EHCTBOBATH B
4ype3BblYaliHbIX CUTYAIUIX

Hcnonp30Bath cpeacTBa PU3NYECKON KYJIbTYpPbI AJI1 COXPAaHEHUS U

OK 08 YKpeIUIEHUs 3/I0pOBbA B Mpoliecce MpodhecCUOHANBHON AeSTEIbHOCTH U
HoJIep>KaHusl HE0OXO0AMMOI0 YPOBHS (PU3HYECKOM MOATOTOBICHHOCTH
[Tonp3oBaThCs MpodeccnoHaIbHON JOKYMEHTAleH Ha FOCy1apCTBEHHOM
Y MTHOCTPaHHOM SI3bIKaxX

OK 09

- npodeccruoHanbHbIX komnereHuui (11K):

[TK HaumenoBaHue pe3yabTaTOB MPAKTUKH
Ocy1ecTBIsATh YCTAHOBKY U HACTPOIMKY OTAENIBbHBIX MPOTPAMMHBIX,

MK 2.1 IPOrpaMMHO-aNNapaTHhIX CPEACTB 3aIIMUTHI HHPOPMaLUU

K 2.2 OO6ecnieunBath 3aIUTy UHGOPMAIIMK B aBTOMAaTU3UPOBAHHBIX CHCTEMAaX
OT/I€JIbHBIMU NIPOTPaMMHBIMH, IPOTPaMMHO-aNIapPaTHBIMK CPEJICTBAMU

K 2.3 OcymiecTBasATh TECTUPOBaHUE QYHKUIUN OTJEIbHBIX IPOIPAMMHBIX U
POrpaMMHO-ANMNapaTHBIX CPEJICTB 3AIIUTHI HHPOPMAITUU

K 2.4 OcymecTBasaTh 00paboOTKy, XpaHEHHE U Niepenavy uHpopmauu
OTPAaHUYEHHOI'0 IOCTYMa

K 2.5 YHu4TOX)aTh HHGOPMAIIUIO U HOCUTENIN HH(OPMAIIMH C UCTIOJIb30BAaHUEM

MPOrPaMMHBIX U TPOTPAMMHO-AIMAPATHBIX CPEJCTB
OcCymIecTBISATh PETUCTPALIMIO OCHOBHBIX COOBITHI B
ABTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEMAX, B TOM YHUCIIE C
[IK 2.6 | ucronbp3oBaHUEM MPOTPAMMHBIX U IPOTPaMMHO-ANIAPATHBIX CPE/ICTB
OOHapyXeHUs, TPEAYNPEKICHUS U TUKBUAAIIUN TTOCICICTBUI
KOMITBIOTEPHBIX aTaK

1.3. Mecto npoBeieHusI MPAKTHUKH

VYyeOHasi MpakTHKa MPOBOAUTCA B CTPYKTYPHBIX MOIPA3ACICHUSX YHUBEPCUTETA
(yueOHbIe, y4eOHO-TIPOU3BOACTBEHHBIC MACTEPCKHE, JIA0OPATOPHH)

1.4. lIpoA0IKUATEILHOCTh MPaKTHKK: 2 Hesenu (72 Jaca)




2. COOJEP KAHME ITPAKTUKHU

HaunmenoBanue
MEXTUCIUIUINHAPHBIX KYPCOB,
Dopmupyemsbie JHCIWIUTIH, BXOJSIIUX B COCTaB
KOMIIETCHIINH (KOJ, Buggs! pabor O0beM gacoB mpodeccnoHaIbHOr0 MOAYJIS, C
HauMEHOBaHUE) yKa3aHHEM KOHKPETHBIX Pa3JieloB

(Tem), oOecreunBaOIUX
BBINIOJIHEHHE BUIOB paboT

MJK.02.01 IIporpamMmuble u

e OcymecTBIATh YCTAHOBKY U HACTPOMKY TPOrPaMMHO-aMMapaTHbIe CPEICTBA

OTIENBHBIX IPOTPAMMHBIX, TPOTPaMMHO- 3amuTh HHGOpPMALHH
anmapaTHbIX CpENCTB 3aLUThI MJIK.02.02  Kpunrorpadudeckue
“H(POPMAIHH. CpeJCTBa 3aMUThl HHYOPMAIUT

e  OOecneunBaTh 3amuTy MHOOpPMAIMU B
aBTOMaTH3MPOBAHHBIX cucTeMax
OTIENEHBIMA IIPOTrpPaMMHEIMH,

IIPOrPaMMHO-aINAPaTHBIMK CPEACTBAMH.
e OcymecTBIATh TeCTHpOBaHWE (QyHKIMH
OT/ENbHBIX HPOrPaMMHBIX "
MPOrpaMMHO-aIIapaTHBIX CpencTB
3anIuTHl HHQOPMALIUH.
MK 2.1. — TIK 2.6 e OcymiecTBIATh 00pabOTKY, XpaHECHHE H
OK 01— OK 09 nepefayy HHGOPMALMUM OTPaHHMYEHHOTO
JOCTyIa.
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e  VHUYTOXKATh MH(GOPMALHUIO M HOCUTEIH
uHpOpMaIU c UCIOJIb30BaHUEM
IPOrPaMMHBIX u IPOrpaMMHO-
anmapartHbIX CPEACTB.

e OcCylIeCTBIATh PETUCTPALMIO OCHOBHBIX
coOBITMII B aBTOMAaTH3UPOBAHHBIX
(nHGOPMALIMOHHBIX) CHCTEMaX, B TOM
YHCIIe ¢ MCIOJIB30BAaHUEM TIPOrPAMMHBIX
U NPOTrpaMMHO-AINapaTHBIX — CPEICTB
OOHapy)KEeHUs,  NPEAyNpeXICHHS |
JIMKBHIALAH MOCIIEACTBUH

KOMINBIOTCPHBIX aTakK.




3. YCJIIOBUS PEAJIMBALIMU TPAKTUKHA

3.1. MarepuajbHO-TEXHHUYECKOe o0ecne4yeHne, B TOM 4YHCJIE Pecypchl
OPraHU3aluil, ABJIAIOIIUXCA 02301 NPAKTUKH
O06opyaoBaHue U TEXHOJIOTHUECKOE OCHAIIIEHUE Pa00UYUX MECT:

Kaduner nndopmatuku

Kommiext mebenu i1st yaueOHOro mnpoiiecca.

MynetuMenuitHoe obopynoBanue: kommboTepbl — 12 mr.: [IK 3 - ICL RAY
S902.3, knaBuarypa, MbIb, MOHUTOp ViewSonic VA2038W-LED; monutop 19"
ViewSonic TFT 19" VA916; cucrem. Onok P-Athlon64 X2 6000/1024*2M6/320
Gb/knaBuatypa+mbibt+koBpuk; ckauep MUSTEK Bear Paw 2400; npuntep Canon LBP-
1120; mpoekrop mynapTuMeanitabid Hitachi; KaabKynsTOpHI.

CpenctBa oOyueHusi: yueOHasi JOCKa, CIIPABOYHBIE MOCOOMSI U TUIAKTUYECKUN
Martepuai, MeauaTeka (MyabTUMEIUa pa3padOTKU U MIPE3CHTALINH K ypOKaM), SKpaH.

JlabopaTopusi MNPOrpaMMHBIX M POrPAMMHO-ANNAPATHBIX CPEACTB 3aIUTHI
uHpopmManuu

Kommiext mebenu st yaeOHOTO mpoiiecca.

MyneTuMenuitHoe 00Opy/AOBaHUE: NEPCOHANbHbIE KOMIIBIOTEpHI — 22 MT.,
npoektop myiabTuMeanitabii Hitachi CP-X1250, pa3BeTBuTENb BHICOCUTHANIA; TPUHTEP
HP LaserJet Professional P1102.

CpenctBa oOyudeHHUs: KOMIUIEKT HarjsAHbIX MOocoOMil «TexHUYecKue cpencTBa
uHpOpMaTHU3aAIMMY, TEXHUYECKas  JOKyMEHTAalMs Ha  TEXHHYECKHE  CpeJCTBa
uH(pOpMAaTHU3AINK, KOMIUIEKT TPE3CHTAlMN; aHalu3aTop JUHEHHBIX KOMMYHHKAIUN
ULAN-2; npuémauk «CKOpPHIHOH» MOMCKOBBIM, CKOpOocTHOM Ver 3.5; KOHTpOJIBbHOE
ycrpoiictBo TECT-031; wmHorodyHkuvoHanbHbld mouckoBbiii mpubop ST 031;
HenuHenbii nokatop SEL SP-61/M «Katpany; ykazatens npoBoaku UP-7; renepatop
myma ['1-2500; kommuekc 3amuthl uHpopMauuu B coctaBe PCl-mmata, TIO SN-5,
CUMTHIBaTENb, 2 HAECHTU(]UKATOpa; KOMIUIeKC 3amuThl MHpopmanuu Secret Net 5.0;
pOorpaMMHO-anmnapatHelie cpencTsa 3amuTsl uHGpopmaruu ot HCJI, 61oxkupoBKH qocTyna
¥ HAapYIICHUS [ETOCTHOCTH (KoMIUIeKe 3amuThl nHpopmarmu Secret Net 5.0, koMruieke
sammThl nuHPopmanuu Secret Disc 4.0 anmapatubiii kommiekc AKKOPJ] -AMD3 - 5.5,
anmapaTtHeiii kommiekc AKKOPJ] -AMD3 - SMX, anmapatueiii komiieke AKKOPJ] -
AMD3 — 5.5 E, anmapatnsiii kommieke C31 HCJl AKKOPJ —AMD, noacucrema
pacnpeienéHHOro ayauTa u ynpasieHus «Akkopa-PAY» (2 CD + TM xkimtou DS-1996),
anmnapaTHO-MPOTPaMMHBIN MOJ1YJIb IOBEPEHHOM 3arpy3KH € YAAJTIEHHBIM YIIpaBIE€HUEM IS
mHbl PCI-Express M-526E1 (ATIMI3-YM1 ucnonuenue 1, KPUTITOH-3AMOK/E) — 3
IIT.); cUcTeMa BHOpo-akKycTHueckon 3amuThl «CoHaTa-AB»; yCTpOWCTBO 3alUTHI
«Conara-PC2»; yctpoiictBo 3ammtsl «CoHnaTta-P2»; BuOpousnyuarens BU-45 — Smit.;
agantep DWA-160-10 mt; DAP-2310 — Smur.; DES-3200-28 — 8mir.; DES-3810-28 -2miT.;
kommytarop D-Link DES-1005 — Smrt.; xommyratop D-Link DIR-615 — 5 mmr,;
kommytarop D-Link DES-1100-16 -5 mr.; kpummep NT-2008AR; kabesbHbIH TecTep
NCT-1; tecrep kabenbubiit TC-NT2; SMART-Cart Annaaun — 2mt; ASEDrive Ille V2C-
2 mt.; anekTpoHHbIi kito4 eToken — 8mIT.; mporpaMMHbIe CpeCTBa KpUnTorpaduyeckon
sanmtel uHpopmanmu (IICK3U «lllunka 2.0» (muck + YCb-yctpoiictBo) -5mT);
nporpammHo-anmnapaTHbiil komruieke C3U HCJI «Axkopa-WIN64» (3 CD); nporpamMMHO-
anmmapaTtHeii komruiekc C3W HCJl «Axxopn-WIN64» (2 CD)- 3 mT; mporpaMMHO-
annapaTtHeiii koMiieke «Cobonb» (PCI- mnarta,CD-guck I10, coenunurtens) — 3 mrT.;
skpaHn HacTeHHbIH 200%*200cMm Braun Roll Vision.



3.2. HudopmaunonHoe odecneyeHue
Ilepeyenb  uWcmosib3yeMbIX  y4eOHBIX  uW3aaHuil, HHTepHeT-pecypcos,
JAOMOJTHUTEJIBHOM JTUTEpPaTypPhI
OCHOBHBbIE HCTOYHUKHU:

Kpaxosckuii, FO. M. Metoasl 3amutsl nHGopManuu : yueOHOe mocoodue st
By30B / 0. M. KpakoBckuii. — 3-e uzj., nepepad. — Cankt-IletepOypr : Jlanp, 2021. —
236 c. — ISBN 978-5-8114-5632-1. — TexkcT : anmekTpoHHBIN // Jlanb : 31eKTpoHHO-
oubnuoreuynas cucrema. — URL: https://e.lanbook.com/book/156401 (nata obpatienus:
15.08.2023).

IIpoxopoga, O. B. Undopmarimonnas 6e30macHOCTh 1 3ammuTa nHpopmarmu / O.
B. IIpoxopoBa. — 4-e uzn., crep. — Cankr-IlerepOypr : Jlanp, 2023. — 124 c. — ISBN
978-5-507-47174-4. — TexcT : »MeKTpOHHBIN // JlaHb : 3MEKTPOHHO-OMOIMOTEUHAS
cucrema. — URL.: https://e.lanbook.com/book/336200 (nata obpamenus: 15.08.2023).

IlerpoB, A. A. KomnsiorepHast Oe3omacHocTh. Kpunrorpaguueckue MeTObl
3aIUTHI | TPAKTHIECKOE pyKoBOICTBO / A. A. TleTpos. - 2-¢ u3a. - Mocksa : JIMK Ilpecc,
2023. - 451 c¢. - ISBN 978-5-89818-453-7. - Tekct: »snekrponHsii. - URL:
https://znanium.com/catalog/product/2106222 (nara obpamenus: 15.09.2023).

JlonoJiHUTEIBLHAS JJUTEPATypa

Aymxun, A. B. IlIporpamMHo-anmapatHble cpeacTBa  oOecriedeHHs
uH(pOopMaMOHHON O6e3omacHocTH : yueOHoe mocodue / A. B. lymkun, O. M. bapcykos,
E. B. Kpasuos, K. B. CnaBnoB ; oa. pea. A. B. Jlymkuna. - Mocksa, 2022. - 248 c. -
ISBN 978-5-9912-0470-5. - Texcr: AIIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1911635 (nara o6pamenus: 15.08.2023).

Kpamapos, C.O. Kpunrorpadudeckas 3amura nHpopManuu: yuedHoe mocodue
/ C.O. Kpamapos, O.FO. Murscosa, C.B. Cokonos [u 1p.] ; mox pea. C.O. KpamapoBa. —
Mocksa : PUOP : UH®PA-M, 2023. — 321 c. - ISBN 978-5-369-01716-6. - TekcrT :
anekTpoHHbIA. - URL: https://znanium.com/catalog/product/1899016 (nata obpamieHusi:
15.08.2023).

3.3. IIporpamMHoOe o0ecnieueHne

Microsoft Access (nuniensust NelM123460); Microsoft Office Standard (sunien3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (numensus
NeIM123460); Microsoft Visio Professional (inuensust NelM123460); Microsoft Visual
Studio Enterprise (muuensus NelM123460); Microsoft Windows Enterprise (suuen3us
NeIM123460); antuBupycHblii mporpaMMHbIid KomIuiekc: AreHT Dr.Web (muensust Ne
QS34-HC7C-SD53-K5L2); xommuiekt ['APAHT-Macrep (nunensust Nel2-40272—
000898); mporpaMMHBbIC U IPOTPaMMHO-aMIapaTHBIE CPEICTBa OOHAPYKCHUST BTOPKCHHIA
(Snort 2.9 (cBoGomuo pacmop. I1O), Nmap 7.8 (cBoboano pacmp. I10)); cpenctBa
YHUUYTOXXCHHUSI OCTaTOYHOW HMHQOpMAaNMK B 3amoMuHarOmmMX ycrpoiictBax («CI'Y-2»
nemoBepcust  (cBobomgHo pacmp. [10)); womruekt I[IO must permeHUss OCHOBHBIX
MOJIb30BAaTEeNbCKUX 3a1ad (cBoOomuo pacmp. [10); cnpaBouHas mpaBoBasi CUCTEMA
«Koncynprant Ilmoc» (koHTpakt Ne2023 CB 3 ot 29.12.2022r); mnporpamMmHble
cpenctia BoisiBicHus ys3sumocteid B AC u CBT (Tenable Nessus® vulnerability scanner
(cBoOomHO pacmp. I10), Metasploit Framework (co6oauo pacnp. I10)); nporpammHbIe
cpenctBa  kpuntorpaduyeckoir 3ammtbl  uHpopmanuu  (Kpunrollpo CSP 5.0
(JTunensuonnsiii koHTpakT Ne010/1020-002792 ot 28.08.20), ViPNet CSP 4 (cBoboHO-
pacrpocTpaHseMoe)); MPOrpaMMHBIE CpEICTBa 3amuThl cpenbl BupTyanmmszanuu (VM
Monitor (cBo6oano pacmp. I[10), Zabbix (cBo6ogHO pactip. [10))



4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB IIPAKTUKHU

4.1. @opMbI OTYETHOCTH MO MPAKTHKE
[lo pe3ynbraTam NOpPaKTUKH OOYYAIONIUMCS COCTABIISIETCS OTYET, KOTOPBIN
YTBEPKIAETCS OpraHU3aluei, sBIsitolieiicst 0a30i 11 MPOBENECHUS TPAKTUKH.

CrpykTypa oTyera:

TUTYJIbHBIN JIUCT

COJIEP)KAHUE

BBEJIEHUE

1. IEJIU U 3AJTAYU [TPAKTUKMU.

2. [IPOTPAMMA ITPAKTUKU.

3. COEPXKAHME MHCTPYKTAXA 10 TEXHUKE BE3OITACHOCTH.
4. TEMA UHIUBUJIY AJIBHOI'O 3AJIAHUS

3AKJIIOYEHUE

ITPMJIOXEHMUE.

TpedoBaHust K oTYETY 110 0(POPMJICHHIO:

1. Tekct Habupaercs Ha nucTtax popmarta A4 yepHbIM HIpUPTOM (OpUEHTALUS
KHIDKHA);

2. PaGota mpou3BoauTCS B CTaHIApTHOM TEKCTOBOM penakrope (Microsoft
Office);

3. Hcnons3yercs cranmapTHas rapauTypa Times New Roman;

4, MexayCTpOUYHBIil UHTEPBAJl B TEKCTE — MOJYTOPHBII; HA TUTYJIBHOM JIUCTE
U B CIIUCKE JIUTEPATypPbl MOXKHO MPUMEHSATH OJIMHAPHBIN;

S. OTtcTynbl OT MOJell CTpaHUIBl JOJKHBI PABHATHCS TAKUM MOKA3aTENSIM:
cieBa — 3 cM, cripaBa — 1 cM, CBEpXY U CHHU3Y — 110 2 CM;

6. OtcTyn B Hayase Kaxxaoro adzama — 1,25;

7. TekcToBBbIi 00K BIPAaBHUBAETCS M0 ILIMPHUHE;

8. Hcnonbp3yroTcst aBTOMaTUYECKHUE IEPEHOCHI CIIOB.

9. Kax b1 pa3zen ordyera JOJKEH HAYMHATHCS C HOBOM CTPAHUIIBI.

10. HaumeHnoBanue cTpykTypHBIX 73seMeHTOB otyeta «COJJEPXKAHUMEY,
«BBEJIEHUE», «3AKJIIOUEHUEY, «ITPUJIOXXEHUE», a Takxke 3aroyioBKA pa3aeioB
JIOJDKHBI OBITh Hare4aTaHbl MPOMMCHBIMU OYKBaMH U PacroyiaraTbCsl MOCEPEHE CTPOKU
(Ha3BaHUs 3aroJIOBKOB MEPBOT0O YPOBHS — IO LIEHTPY, BTOPOr'O — M0 JIEBOMY Kparo)

11.  Pa3pmensl Hy™mepyroTcs apabckumu uudppamu (1, 2, 3). Touka B KoHLE
3aroJIOBKOB HE CTaBUTCS

12.  Bce crpanunsl ordera  (KpoMe  TPWIOKEHHH)  JTOJDKHBI  OBITh
MIPOHYMEpPOBaHbl, HauuHas ¢ «BBenenus», koropoe Hymepyetrcs nudpoin 3. Homepa
CTpPaHHMIl paCToJaraloTCsi B UEHTPE HWKHEH dYacTh Jucta 0Oe3 TOYKU. TuTynbHas
(3aryaBHasi) CTpaHWIIA CUMTAETCS JUCTOM IO HOMEPOM «l», HO HOMEp Ha HEl He
CTaBUTCH;

13.  HWnmoctpaTuBHBIN MaTepuan TpeOyeTcsl pacronaraTh cpa3y IMocjie TEKCTa,
IJie 0 HEM CKa3aHO NepBbIi pa3. [loBTOpHBIE yITOMUHAHUS ITHX )K€ PUCYHKOB HE TPEOYIOT
MOBTOPHOTO pa3MelIeHHUs 00BEKTa.

14, Kaxnaplii pPUCYHOK JOJDKEH OBITh TMOJIMHUCAH, HJis JTOr0 HCIOJIB3YIOT
TpaauLUoHHYIO Gopmy: Pucynok 3 — 3arnaBue pucyHka (mosHoe). B moamucu cioBo
«PUCYHOK)» MUIIETCS TOTHOCTHIO, MOCJIE HETO HEOOXOIUMO MOCTABUTh THPE M 3alHCATh
Ha3BaHHe 0e3 KaBbIUEK, TOUKA MOCJIe Ha3BaHUS HE HYXKHA.



15.  PucyHOK ¥ ero Ha3BaHHE BBIPAaBHUBAIOTCS 110 LEHTPY U AOJDKHBI HAXOJUTCS
Ha OJITHOM CTpaHMIIE.

B kauecTBe mnpuiokeHUs K OTUETy IO HpakTUKe oOydaromuiics odopmiser
epaghuueckue, ayouo-, ¢omo-, 6udeo-, mamepuanvl, Ha2lAOHbIe 00pPaA3Yybl U30eNUll,
MOATBEPIKIAFOIINE TTPAKTUYECKHUM OIBIT, TOJYYSHHBIN Ha TIPAKTHKE.

B mepuon mpoxoxaeHus MPAKTUKH OOYYarONUMCSl BEACTCS THEBHUK MPAKTHUKH,
KOTOPBIN MPUIIATAETCS K OTYETY IO TIPAKTHKE.

4.2. Ilpoueaypa OLEHKHM KOMIIETEHIHI, OCBOCHHBIX B XO0J¢ NPOXO0KACHHA
NPaKTHKH

[IpakTuka 3aBepiaercs AMPPepeHIIMPOBAHHBIM 3a4€TOM IPU YCIOBUU MOJHOTHI U
CBOEBPEMEHHOCTH IIPEICTABICHUS ~ JHEBHHKA  IPAKTHKH, XapaKTepUCTUKH-
aTTECTAllMOHHOTO JIMCTA U OTYETA O IPAKTUKE B COOTBETCTBUU C 3aIaHUEM HA IIPAKTHUKY.

XapakTepuCTUKA-aTTeCTAMOHHBIA ~ JTUCT O  (HOPMHPOBAHMM  yYMEHHM WU
NpUOOPETEeHNN MEPBOHAYAIBLHOTO MPAKTUUYECKOTIO OTMbITA JJISl MOCIEAYIOIIEr0 OCBOCHHUS
00IIMX ¥ MPo(ecCHOHANBHBIX KOMIIETEHIIUH 110 M30paHHON CHeNHaIbHOCTH 3al0IHIEeTCs
PYKOBOJMTEIIEM MPAKTUKH.

KOHTpOJIB 1 OIICHKA PC3YJIbTATOB IIPOXOXKIACHUS ITPAKTHKH

Konst DopMa KOHTPOJIS Kpurepuu IlIkana oneHUBaHUA Crioco0bl 1
(bopMupyeMBIX OLICHUBAaHUS cpeacTBa
KOMIIETEHITNH OIICHUBaHUS

YPOBHS
c(hOpMHUPOBAHHOCTH
3JIEMEHTOB
KOMITCTEHIINU
muddepeHnnpoBaHHbI | 00yJaromuics OTJIINYHO 3ammuTa OT4eTa,
3a4er nIyOOKO ¥ TIPOYHO COZIepIKaIero
YCBOMJI TIPOTPaMMHBIHA aTTeCTallMOHHBIN
MaTepHall, TPaMOTHO U JUCT c
JIOTHYECKH  CTPOMHO KOMITETCHIIUIMHU

€ro usjaract, JgacT
HCUCPIBIBAIOIINE
OTBCTHI Ha
IIOCTaBJICHHBIC
BOHPOCHI, HPOABIIACT
CIIOCOOHOCTD pemarb

3a7a4n

npodeccrnoHabHOM
JIeSITeIIbHOCTH

K 2.1. - TIK 00yJaromuics TBEPIO | XOPOIIO

2.6 3HaeT MPOrpaMMHBINA

OK 01- OK 09 Mmarepuan,  H3Jiaraer
ero TpaMOTHO M MO
CYILECTBY, HE
JIOIyCcKaeT
CYIIECTBEHHBIX
HETOYHOCTEN B
OTBETaX Ha BOMPOCHI,
HPOSIBIISIET
CIOCOOHOCTh ~ pemnIaTh
3a7a4n
npodeccrnoHaIbHOM
JIeSITeNIbHOCTH

oOydJatomuiics 3HAeT | YAOBICTBOPUTEIBHO
OCHOBHOH  MaTepual
(6a30BBIC TTOHSTHS,




ITOPUTMBI,  (DaKTHI),
HO JIOITyCKaeT
HETOYHOCTH B  €r0
W3JI0KEHNH;
HPOSIBIISIET
CHoCOOHOCTh  pelIaTh
3ama4n
npodeccHoHaTbHOM
JeSTeIbHOCTH B
THIIOBBIX  CHUTYaLHsX
6e3 MOTPEITHOCTEH
NPUHIHIHAIEHOTO
Xapakrepa

4.3. O1leHOYHBI MaTepuaJI NPOXOKIEHUS MPAKTUKHI

Hepeqeﬂb BOIIPOCOB IJIsI OLICHKH C(l)OpMPIpOBaHHOCTl/I KOMIIEeTeHIIUI BH/10B

npodeccHOHAIBLHOM 1eATeJIbHOCTH:

Ocy1ecTBasATh YCTAHOBKY M HACTPONKY OTAEIBHBIX MPOTrpaMMHBIX, TPOrPAMMHO-
anmapaTHBIX CPEJICTB 3aIIUTHI HH(OPMAIUH.

ObecrieunBarh 3amuTy UWHGOpPMAUMM B aBTOMAaTU3UPOBAaHHBIX CHCTEMax
OTJIEbHBIMU MTPOTPAMMHBIMHU, TPOIPAMMHO-ANIAPATHBIMHU CPEJCTBAMHU.
Ocy1ecTBaAsATh TECTUPOBAHNUE (PYHKIIHI OT/IEIBHBIX TPOrPAMMHBIX U TPOrPAMMHO-
anmnapaTHBIX CPEJICTB 3aIUTHI HH(OPMAIUH.

OcymiecTBisaTs 00pabOTKy, XpaHeHHE U mepefady MHPOpMalUU OrpaHUYEHHOTO
JOCTYyTIA.

YHuutokKath HHGQOpPMAIMI0O M HOCUTENM HMHPOPMALMU C HCIOIb30BAaHUEM
IPOTPaMMHBIX U IPOTPaMMHO-AIIaPaTHBIX CPEJCTB.

OcCymiecTBIATh PErUCTPALMI0 OCHOBHBIX COOBITMH B aBTOMAaTHU3MPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEMAX, B TOM YHCJIE C UCIIOJIb30BAaHUEM MPOTrPaMMHBIX U
OpOTpaMMHO-ANIMApPaTHBIX ~ CPEICTB  OOHApYXKEHHUs,  MNPEAyNpeKIEeHUs U
JMKBUJIALIUYU TIOCIEACTBUI KOMIIBIOTEPHBIX aTaK.



